ISSN(P): 2278-9960; ISSN(E): 2278-9979
Vol. 9, Issue 4, Jun-Jul 2020; 1-10
© IASET IASET Connecting Researchers; Nurturing Innovations

International Journal of Computer
Science and Engineering (IJCSE) A International Academy of Science,
g Engineering and Technology

EVALUATING SECURITY DETECTION METHODS OF ANDROID AP PLICATIONS

Srinivas B K* & Sinchana Gowda R?
!Assistant Professor, Information Science DepartimRMCE, Bengaluru, India
“Research Scholar, Information Science Departmevi€R Bengaluru, India
ABSTRACT

This paper deals with the survey of android appi@asecurity detection methods based on the psiomis. To combat a
serious malware campaign, we need a scalable malwiatection approach that can effectively and ieffiity identify
malware apps. The proposed survey is to providedifierent models to detect the android securityhef applications
based on the permissions that the applications @stjfrom the users during installations. Accuragsgcisions, recall
values are calculated using true and false positimd negative rates, depending on these the bedtlmare selected to

detect the security of the android application.
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INTRODUCTION

Quick advancement in android Technology has exphikle danger of intrusion. At that point, the amdiroperating
system uses the permission based model, which slléwdroid applications to access user informatiepstem
information, device information, and external rases of smart phones. The designer needs to deblgermissions for
the Android application. The user needs to acchpted permissions for the successful installatiorafAndroid
application. These permissions are declarationshétime of installation, if the permissions allewed by the user, the
app can access resources and information anytimeeedds not request for permissions again. Theo@hdiperating

system is susceptible to different security assaadtause of its shortcoming in security.

Why Android Application Security is Important

With the number of androidevice users increasing year after year, the neechdbile securityis also gaining ground.
Android phones have now become vulnerable becafigbeorapid progress in the mobile phone industng @he
introduction of cloud services and apps. In otherds, androidsecurity has yet to reach millions of users, unlike

progress seen in the overall usage of smart phones.

The Two mairreasons why android security are important due,
» Android security protects you against malvertisers
» Android security protects your private data

To provide the security, androgkcurity detections methods playnaportant role in safeguarding the android

applications.
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SECURITY ATTACKS IN ANDROID
Permission Escalation Attack

It allows a malicious application to collaboratéh other applications so as to access critieaburces without requesting

for corresponding permissions explicitly.
Collision Attack Android Supports Shared User ID

It is technique, wherein two onore application shares the same user id so tmbceess the permissions, which are
granted toeach other. Foexample, if application A hasermissions to READ_CONTACTS, READ_PHONE_STATUS
and B haspermissions to READ_MESSAGESOCATION_ACCESS, if both the applicationsse the same user id
SHAREDUSERID, then it is possible for applicatiortduse the permissions granted to it and the pernmissijcanted to
B.

Time of Check and Time of Use Attack

The primary purpose behind the TOCTOU Attack is mgncollision. No naming rule or constraint is apglto a new
permission declaration. In addition, permissiong\imdroid are represented as strings, and any twmipsions with the

similar name string are treated as equivalent éuhey belong to discrete applications.
Spyware

Spyware is a kind of malware. It is an apk file @rhis downloaded automatically when the user visiddicious site and
applications installed from obscure sources. In rAit] other than Google play store, it is possileinstall the
applications from unknown sources. Spyware is drthe main reasons for significant security threftsiroid operating

system.
UNDERSTANDING PERMISSIONS

The Android operating system utilizes the permisddased model to access different resources andnation. These
permissions are not requests; they are declaratiimsse permissions are declared in the Androidfdankml file. In
Android, android versions 7 and higher the applicapermissions are classified into normal permissiand dangerous

permissions.
Normal Permissions

Normal permissions don't unequivocally risk thetooser's protection and permission need not be pnoced in the

AndroidManifest.xml file. These permissions ar@aid naturally. Example:
KILL_BACKGROUND_PROCESSES

SET_WALLPAPER

UNINSTALL_SHORTCUT

WRITE_SYNC_SETTINGS
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Dangerous Permissions

DangerousPermissions can access crit resources of the mobile. Danger@emissions can give t app access to the
user's private information. If thepp lists normal permission its manifest, theystem grants permission automatice If
the app list dangeroysermission, the user has explicitly give approval for the app for t successful installation of the

application. Example:

CONTACTS: READ_CONTACTSWRITE_CONTACTS

LOCATION: ACESS_FINE_LOCATION ACCESS_COARSE_LOCATION,
SMS: SEND_SMS, RECEIVE_SMKEAD_SMS

STORAGE: READ_EXTERNAL_STORAGE, WRITE_EXTERNAL_ST@SE.
Misuse of Application Permissionsand Failure of Two Factor Authentication

Because of various app permissioitds possible for various security threafsmong variou threats, it is possible for
Android applications toead messages, send messages. All confid information based ¢ two-factor authentication has
been sent as &xt message. For instance, different banks, ¢ websites, etc., utilizesvo-factor authentication. The
primary target of twdactor authentication is to increase security and integrity ahe user and to avoid various security

attacks that are based on treditional username a password approach.
SECURITY DETECTION METHODS BASED ON PERMISSIONS
1. Metropolis Detection Method

Android application'ssecurity detectic method based on the Metropoétgorithm is designed. Tt method analyzes
Android's 24 dangerous permissiarsng the Metropolis algorithm, removes uncerte permissions, ar extracts certain
permission feature£lassification technology of machine learning isdiso learn anclassify the feature. Example, ti

methodology uses 15 1 Androfpps samples. From the analysis, this method redticesdetectio features and the

accuracy of maliciouapplications. Detectic accuracy can reach 93.5% [1].

Data collection Feature Extraction

| (Apktool + python) | Machine Learning |
— Manifest file
Malicious
B8
App
| .
‘ Dangerous Ing Random foresi "“t""“
Android App Permisslons Results
¥
! . L]
Benign  E2 Purification of Random Tree
App N permission

Figure 1. System Model of [etection Method using Metropolis Algorithrr.

Metropolis algorithm gets the certain permissions from apgitica This system mod consists of four steps:
dataset collection, Then decompilingk and extract apk certain permissions, usimgachinelearning to train and test,

and result analysis. Figure 1 shows $lgetem model of android secu detection method usil metropolis algorithm.
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Collect Apk Samples

In this method, python program is used to crawht Apps from thesite. Malicious Appsvere downloadedh the drain

dataset.
Apk Decompile and Feature Extractior

Decompile the apk filavith Apk Tool. Extracte the Android Manifest.xmfile containing th permission declaration.
Extract thedangerous permissions 8#f Google claims from android in the andrditenifest.xml file. Ther using the

Metropolis algorithnto extract the certa permission for malicious app detection.
Machine Learning-Based Classificatiol

Machine learning is performeuy deterministic permissio on the app classification. Thiata wa trained and tested by

J48 machine learningjassificationalgorithms The test method uses 1 - fabssvalidatior test method.
Experimental Results Evaluation and Analysi

Throughmachine learning andassification divides apps into benign apps amdlicious apps. Then, using the Precis

Recall,F-Measure, Accuracy is calculated to evaluate at

Group number Dangerous Permissions
WRITE_CONTACTS
CONTACTS 3 GET_ACCOUNTS

READ_CONTACTS
READ_CALL_LOG
READ_PHONE_STATE
CALL_PHONE

PHONE 7 WRITE_CALL_LOG

USE_SIP
PROCESS_OUTGOING_CALLS
ADD_VOICEMAIL
READ_CALENDAR

CALENDAR 2 | WRITE_CALENDAR
CAMERA 1 CAMERA
SENSORS I | BODY_SENSORS
it ACCESS_FINE_LOCATION
LOCATION 2| ACCESS_COARSE_LOCATION
3 READ_EXTERNAL, STORAGE
STORAGE 2 WRITE_EXTERNAL_STORAGE
MICROPHONE 1 | RECORD_AUDIO
READ_SMS
RECEIVE_WAP_PUSH
SMS 5 RECEIVE_SMS
RECEIVE_MMS
SEND_SMS

Figure 2: Shows the Features Considered in Metropizl Method.
2. Two Layered Model

The detection model is designbdsedon the declared permission aoaonsists of two layers. T first layer of detection
utilizes an improved random foreslgorithm for the analysis. The seci layer detectioruses sensitive permiss rules
matching toanalyze the fuzzy sets generated te first layer detection. At last,series of evaluation methc were used
to evaluate this detection [2]
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Figure 3: Two Layered Model.

READ SMS WRITE_SMS,

ACCESS NETWORK STATE
RECEIVE_SMS SEND_SMMS,

READ PHONE STATE
SEND_SMS, READ CONTACTS
CAILI PHONE,

SEND_SMS READ_ SMS, INTERNET
SET_DEBUG__APP

PHONE_STATE, RECORD_ATUDIO,
INTERINET

PROCESS_OUTGOING_CAILL,
RECORD AUDIO INTERNET
ACCESS_FINE_LOCATION,
INTERNET. RECEIVE BOOT_COMP
LETE
ACCESS_COARSE_LOCATION,
INTERNET RECEIVE_ _BOOT_COMP
LETE

RECEIVE _SMS, WRITE_SMS
SEND_SMS, WRITE_SMS

INSTALL_ SHORTCUT,
UININSTALL SHORTCUT
SET_PREFERRED APPLICATION

Figure 4: Shows the Features Consider in the Two lyered Method

Steps Followed First Layer in the TwcLayered Model

Improved Random Forest Algorithm

Improved the randonforest algorithr by introducing fuzzy sets which contain themple with uncertainpermission
features. If the randoriorest iscompose of M decision trees, N1 trees results are befiigalware) N2 trees results are

malware WhereN1+N2=M. Only if |[NI-N2|<3, this sample will be classified as a fuzzgmple. Otherwise, it will be
classified as a determinate sample.
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Collection of Android Samples

In this method, collected 1, 3 differeypes of Androidapplications from Baidu applicati market, used Virugotal and

other anti-virussoftware fortesting.

Number of Decision Trees

Thenumber of decision trees is determi by thespecific data set.
The Second Layer: Fuzzy Sets Detectir

In order toanalyze the fuzzy sets, tBensitive permission groups of malware andenigr samples. The fuzzy setse

detectedby the matchingule of the sensitiv permission groups.

Steps Followed First Layer in the Two Layered Mode
» Readthe permissiofist of the application and sensitiy@ermission rules.
* Match the applicatiopermission lis with the sensitive permissianles.
»  Outputthe result of detection

3. SIGPID Method

SIGPID, a malware detection system based on paomissage anysis. Inthis method, developec-levels of pruning by
mining the permission dat@ identify the most sigficant permissions thatan be effective in distinguishi between
benign and malicious appSIGPID then us¢ Al-based classification techniques twacacteriz various groups of malware
and kind applications. Evaluatidinds that onl 22 permissions are significarithen compare tt performance of the
SIGPID approach using onB2 permissions, against a baseline approach thétzes all permissionThe results indicate
that when SuppoiWector Machine (SVM) is used as the clfier; it can achieve over % of precision, recall, accurac
and F-measure. SIGPIB more effectiv by detecting 93.62% of malwaia the data set, and 91.4% unknown/r

malware samples [3].
Multi-Level Data Pruning (MLDP)

The First component of SIGPID tlke mult-level data pruning process itbentify signficant permissions to eliminz the

need ofconsidering all available permission: Android.

‘Penmssion Ranking vith Negative Rate | 1:\‘ Support Based Pemnission Ranking 11‘2:‘ Permission Mining with Associaion Rules

Figure 5: Multi -Level Data Pruning Process.
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MLDP
22 Permissions
ACCESS_WIFI_STATE READ_LOGS
CAMERA READ_PHONE_STATIEE
CHANGE_NETWORK_STATE READ_SMS

CHANGE_WIFI_STATE

RECEIVE_BOOT_COMPLETED

DISABLE_KEYGUARD

RESTART_PACKAGES

GET_TASKS

SEND_SMS

INSTALL_PACKAGES

SET_WALLPAPER

READ_CALL_LOG

SYSTEM_ALERT_WINDOW

READ_CONTACTS

WRITE_APN_SETTINGS

READ_EXTERNAL_STORAGE WRITE_CONTACTS
READ_HISTORY_BOOKMARKS | WRITE_SETTINGS

[ e e —

Figure 6: Shows the Features Consider in SIGPID Mépd.
This system MLDReonsists of thre major components, designbdsed omealtime dati analysis:
Permission Ranking with Negative Rate (PRNF

This provides aconcise ranking angomprehensible result. The approach operateswonmatrices, M and B. M

represents a list gfermissions used byalware samples and B represemtst of permissions us¢ by benign apps.

S,

Se(Pj) = 5i2e(B}) * size(M;), (N

Where, Pj denotes th# permission and < (Pj) represents the suppat " permission i matrix B. PRNR can

then beémplemented using Equation 2:

qu.,‘j - SB(PJ')
R(P: '1— 2
B = S50, 7 5P @

Support Based Permission Ranking (SPF

To furtherreduce the number of permissions i focus onn the support of eachermission. However, tl support of

permission is too low, it does nleave muc impacton malwaredetection performance
Permission Mining with Association Rule

Furtherpermissions thadccur together can be grouped into ' which has a highesupport using permissi mining with

association rules (PMARJechanism using associat rule miningalgorithm.

After pruning, SIGPID method emplc supervised machine learning classificatinathods, to identifpotential

Android malware.
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Figure 7: System Model of SIGPID.

Machine-Learning Based Malwar Detection using Significant Permissiot

SVM and a small data set test the MLDP model. SVM determine hyper planehat separat both classes with a

maximal margirbased on the training dataset that includes beamignmaiciousapplications

Progressively, worthwhiléo use MLDP to perform malware detection as it bara: effective while notably conservir
time and memory. Since time amiemory are constrained in comn computers and it ten to be outsourcing the task to

thecloud in a reasonable manner to | efficiency.
RESULTS
For all theabove methods mentioned results are evaluated f@loging assessment methc

e Accuracy: Accuracy = (TP+TI/ (TP+FN+FP+TN), which means, the numbésample correctly classified by

the detection model divided by all the nurr of samples.

» Precision: Precision=TP(TP+FP), which means the proportion of the saspléhich are classific as malware

by thedetection model iactually a benign categor

* Recall: Recall=TP/ (TP+FN) which means the proport of the malware samples which are classifie

malware by the detectianode
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Table 1: Shows the Accuracy, Precision, Recall Vadis (%) of Security Detection Methods

Slno | Security Detection | Data Accuracy Precision Recall | Advantages Disadvantages
Methods(Based on | sets
Permissions)
1 The two layered | 1300 86 86 91.4 Improves the | The accuracy
detection method detection accuracy to | rate is not very
a certain extent. By | large increase
improving the | due to the
random forest | shortcomings
algorithm to produce | of static
fuzzy sets detection itself
2 Metropolis 1501 93.5 93.5 93.5 Method has higher | Only 24
algorithm method accuracy while | dangerous
streamlining features | permissions
are considered.
3 SIGPID method 54694 93.67 95.15 92.17 Compared 24 MLDP
dangerous Conservers
permissions more time and
identified by Google, memory. Since
Algorithm can retain it's g important
more significant factor this
permissions by MLDP method
pruning less usage is limited
important in common
permissions computers

CONCLUSIONS

At long last, it infers that a malware detectiontinagls based on permission usage analysis to an#pe rapid increase in
the number of Android malware can be improved basedifferent methods. SIGPID method detection lbartaken as
the best method compared to other methods mentiontidls paper based on the permission detectiothads. SIGPID
approach helps to identify more malicious appshiigher recall rate), which is a significant prdgeof an effective

malware detector. Future can be done by considatinbe advantages and implementing the method.
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